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Abstract—In this paper, we study zero-sum potential team
games with a supervisor network, where agents rely on supervisor-
provided belief information rather than accurate common beliefs.
The main challenge is that such belief information can be
inaccurate because of supervisors’ belief-estimation errors and
the misreporting of joint actions by Byzantine teams. We propose
the distributed team-orchestrating algorithm (DTOA), which
combines team fictitious play with supervisor-based distributed
belief learning. We prove the convergence of supervisors’ belief
estimates and establish that the induced learning dynamics
converge to a near team-Nash equilibrium (TNE) in terms of
the team-Nash gap (TNG). In the Byzantine setting, we consider
a misreporting attack model and develop a Byzantine-resilient
DTOA. We further provide probabilistic guarantees for Byzantine-
team identification and establish an asymptotic bound on the
honest TNG. Numerical experiments illustrate the theoretical
findings, compare DTOA with baseline learning methods, and
evaluate its performance in a Markov decision process setting.

Index Terms—Team game, distributed learning, algorithmic
convergence, equilibrium, Byzantine resilience

I. INTRODUCTION

With the rapid development of artificial intelligence (Al),
decision-making problems in multi-agent systems have received
increasing attention. A large body of work has investigated
cooperative and competitive interactions in multi-agent sys-
tems, which can be broadly classified into three categories:
purely cooperative single-team problems, single-team problems
involving external adversaries, and multi-team games. Single-
team problems, with or without external adversaries, consider
settings in which all agents cooperate to achieve a common
objective [1H4]. However, many complex decision-making
environments involve multiple teams whose members cooperate
internally while competing strategically with other teams, and
such settings are naturally modeled by multi-team games [5H7]].

Existing studies develop theoretical and algorithmic tools
for multi-team interactions from several perspectives. Feng et
al. [8] study a two-team mean-field game that incorporates
both within-team cooperation and inter-team competition. Other
studies consider coalition games in which each fixed coalition
is treated as a team and analyze the corresponding equilibrium
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properties [9-12]]. Approaches based on mean-field games
and coalition games typically take intra-team cooperation
as a premise induced by a team-level objective. In contrast,
team fictitious play (team-FP) focuses on team-level learning
dynamics under complete observation of all agents. Donmez et
al. [6] study a multi-team setting in which self-interested agents
learn team-level cooperative behavior and propose team-FP,
which is shown to converge to a team-Nash equilibrium (TNE).

However, team-FP [6] does not address multi-team learning
in which self-interested agents learn to exhibit team-level
cooperative behavior under incomplete and possibly unreliable
information about opponents. This setting is relevant to
applications such as market competition [13]] and security
problems [14], where self-interested agents may not naturally
coordinate toward a team-level objective and decisions are
often made under incomplete information about other teams.
In addition, the information available for learning can be
unreliable or deliberately manipulated, for example, through
Byzantine attacks, which may affect agents’ decisions and
long-term strategic behavior. The challenge is to establish how
self-interested agents can learn team-level cooperative behavior
when incomplete information and Byzantine attacks affect their
decisions and, consequently, their long-term behavior.

To address this challenge, it is important to introduce super-
visors as high-level information intermediaries and construct a
supervisor network for distributed information learning. The
design of supervisors is motivated by information-intermediary
roles studied in organizational management and networked
systems [15} [16]]. Each supervisor is associated with a subset
of teams, receives the joint actions reported by these teams, and
provides estimates of team-related information to the agents in
these teams. Supervisors then exchange information over the
supervisor network and update their estimates of team-related
information for all teams. The supervisor network provides
a basis for distributed learning under incomplete information
and Byzantine attacks in multi-team games.

The above motivates the development of algorithms for team
orchestration based on distributed information learning over the
supervisor network. For algorithm design, supervisors estimate
and exchange information about all teams, and correspondingly,
agents choose their actions using the information provided
by supervisors. In addition, algorithmic resilience against
Byzantine attacks should be taken into account since such
attacks can corrupt supervisors’ information learning and affect
agents’ strategy optimization. On this basis, we will explore the
convergence of the learning dynamics and investigate whether
self-interested agents can learn team-level cooperative behavior,
as well as the resilience against Byzantine attacks.



The primary contributions of this paper are as follows:

o We design a supervisor-network mechanism for distributed
learning of team-related information. Compared with existing
studies on multi-team games [6, 18, [12]], the proposed
mechanism does not require direct observation of agents in
other teams or a priori intra-team cooperation. This enables
agents to optimize their strategies using supervisor-mediated
belief estimates, thereby supporting team orchestration.

o We develop the distributed team-orchestrating algorithm
(DTOA) for team-FP learning over the supervisor network.
We establish the convergence of the belief-estimation errors
over the uniformly connected supervisor network using a
gossip-matrix contraction argument (Theorem [I). We further
derive an upper bound on the team-Nash gap (TNG) by
comparing the actual learning dynamics with ideal and
reference dynamics (Theorem [2).

« We further investigate a Byzantine attack setting in which
some teams can misreport their actions to supervisors. We
propose the Byzantine-resilient DTOA (BR-DTOA) and show
the convergence of the belief-estimation errors for honest
teams (Theorem [3). We also reveal an upper bound on the
honest TNG, showing that near-TNE convergence for honest
teams is resiliently preserved against Byzantine attacks with
high-probability identification guarantees (Theorem [4).

The rest of this paper is organized as follows. Section
reviews related work. Section [III] formulates zero-sum potential
team games (ZSPTGs) with a supervisor network and their
Byzantine extension. Section [[V]presents DTOA and establishes
convergence and near-TNE guarantees. Section |V|develops BR-
DTOA and analyzes its convergence and resilience. Section
[V]] presents the experimental results. Section [VII| concludes
this paper. The code is available at https://github.com/zjt- 1229/
team_game_with_supervisor_network.

II. RELATED WORK

This section provides a literature review.

Mean-field games (MFG). Studies on MFGs primarily
characterize optimal responses of individuals or representa-
tive agents to the mean field in large-scale weakly coupled
systems, together with a consistency condition between the
induced aggregate statistics and the hypothesized mean field.
In standard MFGs, participants are typically modeled as anony-
mously coupled individuals through aggregate distributions
[L7]. Subsequent studies further investigate population-level
consistency induced by mean-field responses [18]], as well
as associated learning and computational methods [19]. In
parallel, the mean-field team literature focuses on team-optimal
decision-making under mean-field coupling [20] and extends
this line to more general uncertainty settings [21]. More
recently, mixed cooperative—competitive mean-field models
have incorporated both cooperation and competition into the
mean-field framework [8, 22]]. Related studies have also used
mixed-coalition formulations with intra-group cooperation and
inter-group competition [23|] and large-scale competitive team
learning [24] to characterize richer collective interactions.

Despite these advances, mean-field-based approaches typi-
cally characterize agents’ responses to aggregate population

statistics rather than team-level equilibrium learning among
strategically interacting teams. In contrast, our work addresses
the complementary problem of equilibrium formation in
repeated multi-team games under limited information, where
agents’ strategy optimization depends on estimated information
acquired through the learning process.

Coalition games. Coalitional-game studies take coalitions
as the basic units of analysis, focusing either on coalition for-
mation, coalition values, and the stability of payoff allocations,
or, under a fixed coalition partition, on equilibria induced by
coalition-level objectives. The early coalition-game literature
mainly developed around hedonic preferences [25] and broader
modeling and stability analysis of coalition formation [26]].
More recent studies further examine the endogenous grouping
of self-interested agents and the structural stability of the
resulting partitions from a group-formation perspective [27],
and provide a systematic account of major classes of coalitional
games and their distributed-network applications [28]]. In paral-
lel, the literature on multi-coalition games with fixed coalition
partitions treats each coalition as a composite agent and studies
the existence and distributed computation of generalized Nash
equilibria (GNEs) and variational generalized Nash equilibria
(vGNE?5), together with extensions to nonsmooth, constrained,
and dynamic settings [9-12]].

However, studies on multi-coalition games with fixed coali-
tion partitions typically model each coalition as a unified
agent with a prescribed coalition-level objective and therefore
do not capture how team-level behavior emerges from self-
interested agent-level interactions. In contrast, our work studies
equilibrium formation among teams induced by agent-level
learning, which is relevant to multi-team systems without
centralized team control.

Byzantine-resilient mechanisms. Uncertainty is an unavoid-
able issue in many multi-agent game-theoretic settings, and
seeking robust or resilient equilibria has become a common
approach for preserving desirable performance in uncertain
environments [29431]. Among different sources of uncertainty,
Byzantine attacks represent a particularly challenging form, in
which malicious agents can distort the information available
to others by sending falsified or inconsistent reports. Research
on Byzantine-resilient multi-agent systems mainly focuses on
how normal agents maintain coordination, identify malicious
information sources, and suppress the influence of such sources
when adversarial agents disrupt the system by sending falsified
messages [32]]. Early work focuses primarily on resilient
consensus and establishes convergence mechanisms in the
presence of adversarial or Byzantine nodes [33]. Building
on this line, subsequent studies introduce mechanisms such as
distributed detection [34]. These ideas have also been extended
beyond consensus to more general control and learning
settings, including Byzantine-resilient output regulation [35]]
and cooperative multi-agent reinforcement learning [36].

These works mainly develop Byzantine-resilient mechanisms
for consensus, control, and cooperative learning, with an
emphasis on filtering malicious information and preserving
coordination among normal agents. They provide useful insights
for the Byzantine-resilient algorithm developed in this paper
for multi-team games with self-interested agents.
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III. PROBLEM FORMULATION

In this section, we first revisit ZSPTGs and then formulate
ZSPTGs with a supervisor network. We also specify the
Byzantine attack setting considered in this paper.

A. Revisiting Zero-sum Potential Team Game

In multi-team games, teams compete against one another,
while agents in the same team cooperate. A multi-team game
is characterized by the tuple G = (Z, T, {A'}iez, {ui}icz),
where Z and T denote the index sets of agents and teams,
respectively. Let Z™ denote the index set of agents in team
m € T. These sets form a partition of Z,ie., I™ NI =g
for m #m’ and J,,.+I™ = T. Here, A" denotes the finite
action set of agent i, A £ [],_;.A" denotes the finite joint
action set of all agents, and ' : A — R denotes the utility
function of agent i. Let A™ £ T, 7w A’ denote the joint
action set of team m € 7. The mixed-strategy spaces of agent
i, team m, and all agents are A(A"), A(A™), and A(A),
respectively. We next recall the definition of ZSPTGs [6].

Definition 1 (Zero-sum Potential Team Game). A multi-team
game is called a ZSPTG if, for every team m € T, there exists
a potential function ¢™ : A — R such that

¢"™(a' 0 aT™) — ¢ (a) = u' (a0 a”™) — u'(a), (1)

for all (a',a) € A" x A and all i € IT™, where a=% £
{a}jezm\ iy and a=™ £ {a'}1e\(m}. Moreover, the po-
tential functions satisfy the zero-sum condition

> 6" (a)

meT

=0, Va€ A 2)

The cross-team interactions are network-separable, so that the
potential and utility functions can be decomposed as

=Y ¢™andu' =Y u', VieT™, 3)
l#m l#m
for some ¢™ : A™ x A SR and vl A™ x A 5 R

We next recall the notions of the TNG and TNE [6]].
Definition 2 (Team-Nash Gap). Given a team strategy profile

m={r" e A(A™)}meT, the TNG for team m is defined as
TNG™(r) £ " ")} — o™ ().
(M max (6" (x 7"} - ")

The TNG is then defined as TNG(w) £ Y.~ TNG™ (),
where 7™ = {7 Ye\m- Correspondingly, 7 is called a TNE
if TNG(m) = 0. Furthermore, for any € > 0, w is called an
e-TNE if TNG(7) < ¢

Intuitively, a small TNG means that the induced team strategy
profile is nearly stable against unilateral deviations of any
single team from its current strategy. When the team strategy
profile has a small TNG, the resulting behavior reflects an
approximate pattern of within-team cooperation and inter-team
competition. Thus, we use the TNG to evaluate the extent to
which self-interested agents in each team behave cooperatively
while competing with other teams.

To study how self-interested agents choose their actions to
maximize their own utilities, we next revisit the smoothed best
response used in the subsequent learning algorithms.

Definition 3 (Smoothed Best Response). Given a finite set X,
for any distribution D € A(X) and any function f : X — R,
let f(D) =3, cx D(x)f(x). For a temperature parameter
7 > 0, the smoothed best response to f is defined as

f(=)
e T

ZmGX e T

Equivalently, br(f)=arg maxpea ol f(D)+7H(D)}, where
H(D)EY, cx —D@)logD(@) is the entropy regularization term.

br (f)(z) = , Vo e X.

The smoothed best response provides a regularized decision
rule that assigns positive probability to all feasible actions
and balances objective optimization with exploration. The
temperature parameter 7 controls the degree of smoothing:
smaller values make the response closer to a pure best response,
whereas larger values induce more exploratory behavior. The
maximizer is unique because f(D) is linear in D and, for
7 > 0, the entropy regularization term makes the objective
strictly concave on A(X).

Note that the utilities of all agents need not sum to zero.
Although the definition of a ZSPTG requires the team potentials
to sum to zero, the same analysis applies when their sum is a
constant independent of the action profile a € A and agents
choose actions according to the smoothed best response. Indeed,
the potentials can be normalized by subtracting this constant
from any one team potential, which preserves all potential
differences and therefore leaves the smoothed best-response
structure unchanged.

B. ZSPTG with a supervisor network

In this paper, we focus on ZSPTGs with a supervisor network.
A multi-team game with a supervisor network is defined by
the tuple G = (Z,7T,S, ST, {SNk}kzm {A}iez, {u' }ie)s
where Z, 7, and S denote the index sets of agents, teams, and
supervisors, respectively. We follow the notation in Section
zm, Ah, A™, A, and u' : A — R denote the index
set of agents in team m, the action set of agent ¢, the joint
action set of team m, the joint action set of all agents, and
the utility function of agent ¢, respectively. We assume that
each agent observes only the actions of agents in the same
team. The matrix ST € {0, 1}/71*ISI denotes the supervision
relationships between teams and supervisors, and the matrix
SN, € {0,1}ISIXISI denotes the communication structure
among supervisors at round k.

Each supervisor supervises a subset of teams: it receives
action reports from these teams and provides their agents
with information about other teams. Specifically, ST (m, s) =
1 indicates that team m is supervised by supervisor s, and
ST (m,s) = 0 otherwise. Similarly, SN (s,s’) = 1 indicates
that supervisors s and s’ exchange information at round k, and
SNi(s,s") = 0 otherwise. Each agent aims to maximize its
utility based on the information provided by the supervisors.
For each supervisor s € S, let T7® C T denote the set of teams
supervised by s. The supervisor communication structure at



round k can be equivalently represented by an undirected graph
Gi, = (8, Ex), where S is the node set and Ej, = {{s,s'} :
SNi(s,s') =1} is the edge set, for all k > 0.

In the team-FP learning dynamics, agents update their actions
based on common beliefs about other teams’ strategies [6],
which are formed through direct observation of the actions of
other agents. In ZSPTGs with a supervisor network, however,
these beliefs are provided by supervisors that receive action
reports from supervised teams and exchange information over
the supervisor network. Consequently, belief-estimation errors
can arise because each supervisor receives reports from only
a subset of teams. It is therefore crucial to characterize how
such errors affect the convergence of the learning dynamics
and the induced TNG. This motivates the following problem.

Problem 1. How fo design a distributed team-orchestrating al-
gorithm for ZSPTGs with a supervisor network while providing
theoretical guarantees?

This problem concerns whether the common-belief require-
ment in team-FP can be relaxed through distributed belief
learning over the supervisor network. The key challenge is to
control the long-term effect of supervisors’ belief-estimation
errors on the induced team behavior. We first characterize the
belief-estimation process over the supervisor network and then
quantify its effect on the induced learning dynamics and the
TNG. We impose the following assumptions.

Assumption 1. Every team is supervised by at least one
supervisor, i.e., | J,cs T° =T.

Assumption 2. The supervisor communication graph Gy, =
(S, Ey), which represents the supervisor network, is time-
varying and uniformly connected over time [37]. Specifically,
let B be the smallest positive integer such that, for any n € N7,
the union graph G,y = (S, U,(Cn:tLl];B*l Ey) is connected.

Assumption [I] ensures that every team has at least one
reporting link to the supervisor network and hence no team
is completely isolated from it. Assumption [2] ensures that
information can propagate among all supervisors within each
finite communication window.

C. Byzantine Attack

We consider a Byzantine attack setting in which some
teams can misreport their actions to the supervisors that
supervise them at each round. Given a ZSPTG with a supervisor
network G = (Iv T,S,S8T, {SNk}kZ()v {AZ}iGI» {ul}iEI)’
honest teams and Byzantine teams are defined as follows.

Definition 4 (Honest Team and Byzantine Team). A team m
is called honest if it reports its joint action truthfully to the
supervisors that supervise it, i.e., QZZ’T =ap forall k > 0,
where ay',. denotes the joint action reported by team m at
round k. In contrast, a team m is called Byzantine if it can
misreport its joint action to the supervisors that supervise it,

7 m m
Le., ay', # ay' for some k = 0.

Let H C 7 and B C 7 denote the sets of honest and
Byzantine teams, respectively. We next define the honest TNG.

Definition 5 (Honest Team-Nash Gap). Given a team strategy
profile m = {7™ € A(A™)}meT, the honest TNG is defined as
TNGy(r) £, 3t TNG™ (7). Correspondingly, the team
strategy profile 0 is called an e-honest TNE if TNGy(7) < e.

In the definition of the honest TNG, the strategies of
Byzantine teams are treated as fixed exogenous factors, and the
gap is evaluated only over honest teams. Since our objective is
to optimize the performance of honest teams under Byzantine
attacks, including the gaps for Byzantine teams in the honest
TNG does not reflect the intended performance measure.

In this Byzantine attack setting, the learning dynamics are
affected by Byzantine teams, whose misreports can distort
supervisors’ belief learning processes and influence the long-
term behavior of agents in honest teams. This leads to the
following Byzantine-resilient learning problem.

Problem 2. How to design a distributed resilient algorithm for
ZSPTGs with a supervisor network against Byzantine attacks?

The key challenge is to identify Byzantine teams using
limited information while preventing their misreports from
disrupting the long-term learning behavior of honest teams.
We address this challenge by developing a supervisor-based
mechanism and quantifying the effect of Byzantine teams on the
learning dynamics of honest teams. To this end, each supervisor
can check whether the action reports from its supervised teams
are consistent with their true actions. The checking outcome
is not necessarily accurate: an honest report can be incorrectly
regarded as a misreport, and a misreport can fail to be detected.

IV. DISTRIBUTED TEAM-ORCHESTRATING ALGORITHM

This section addresses Problem [T] by developing the DTOA.
We then analyze the convergence of supervisors’ belief-
estimation errors and derive an upper bound on the TNG.

A. Algorithm Design

We first specify the main components of DTOA for ZSPTGs
with a supervisor network. At round k, let a}"C denote the action
of agent 4, and let ai* = (a};)i cTm denote the joint action of
team m. To compensate for the lack of complete opponent-
action information, DTOA uses supervisors to provide belief
estimates. Let 7,"° € A (A™) denote the belief of supervisor s
regarding the strategy of team m. To induce team-level strategic
behavior under incomplete opponent-action information, agent
1 in team m updates its action according to the smoothed best
response in Definition [3] using the previous actions of the
other agents in the same team and the beliefs provided by a
supervisor s that supervises team m:

“

ap ~bre (W' (- a;’ T ™)),

where ai ~ p means that af, is sampled from p € A (Al)

The rule above specifies the action update of a selected agent.
In DTOA, one agent per team is randomly selected at each
round to update its action, while the other agents in the same
team keep their actions unchanged. When such coordination
is unavailable, we consider an independent variant, called
independent DTOA (iDTOA), in which each agent updates its
action independently with probability ¢ € (0,1).



Algorithm 1Distributed Team-Orchestrating Algorithm (DTOA)

1: Initialize: {7} me7 and {a’ | };cz arbitrarily

2: while round £ =0,1,... do

32 formeT do

4: select agent + € Z™ in team m randomly

5 select s € {s:i € T°} randomly to provide belief
estimates about other teams

6: agent 4 updates its action based on a;’, and 7, ™
aj ~ bre (u'(apy, m))
for agent j € Z™\{i} do .

repeat the last action: a), = aj,_,
: end for
10:  end for
1: forseSandm e T do

75.

12: if m € 7° then
13: belief update: 7,7 = 7" + ay (af* — m.""°)
14: else
15: belief update:
1 m,s’
mes _ ) TN Dweny T for N[>0
k+1 =
* m,"%, for INF| =0
16: end if
17:  end for
18: end while

To maintain belief estimates of teams’ strategies, we design
two belief-update rules: one for teams directly supervised by a
given supervisor and the other for teams not directly supervised
by that supervisor. For a supervisor s € & and any team
m € T, supervisor s directly updates its belief using the joint
action reported by team m:

M =+ an - ),
where {ay},~ is the step-size sequence used by all super-
visors, and aj denotes its one-hot representation in A(A™)
for notational simplicity. Let Nf = {s’ € §: SNi(s,s’) =1}
denote the set of neighbors of supervisor s at round k. For
any team m ¢ 7°, if [N}Z| > 0, supervisor s updates its belief
using information provided by its neighbors:

1 R
7TlT+Sl = |Né| Z W;n’s .
k S,GN]:
If |N,f| = 0, supervisor s keeps its beliefs unchanged, i.e.,
Ty = m."° for all m ¢ T°. The implementation of DTOA
is summarized in Algorithm [T}

B. Convergence Analysis

We now turn to the convergence analysis of DTOA. Follow-
ing the step-size conditions considered in [6], we impose the
following standard assumptions on the step sizes.

Assumption 3. The step-size sequence {ay}i>o satisfies the
following conditions:

e ap €[0,1], and ap — 0 as k — ooy

o > =00 and Yy po i < 00;

. hmk_mo ak/akH =1 and A — 041 Z A1

The first two conditions in Assumption [3] ensure that the
belief updates continue to incorporate new action information
while the effect of sampling fluctuations is asymptotically
averaged out. The last condition further ensures that action
information from adjacent periods has comparable influence
on the resulting beliefs. A standard choice satisfying these
conditions is o, =1/(k + 1), which corresponds to empirical
averaging over past actions.

To quantify supervisors’ belief-estimation errors, we define
true beliefs in the full-supervision case where each supervisor
supervises all teams. The true beliefs evolve according to

&)

Under Assumption [3] the effect of the initial beliefs vanishes
asymptotically. Hence, the initialization does not affect the
asymptotic convergence results. For ease of analysis, we set

m,s

my =my forallme T and s € S.

T = T + ok (@i —m'), Ym e T.

Remark 1. In the full-supervision case, for any supervisor
s€S and any team m €T, we have 77,:“’5:#,’6" for all k > 0.
By contrast, under a general supervision structure, a supervisor
s € § may not directly supervise a team meT, i.e., mgT?,

in which case the equality m,"* =m}" may no longer hold.

For supervisor s € S and team m € T, we define the belief-
estimation error with respect to the true belief as ||,"" =7} || oo
The following theorem establishes the asymptotic convergence
of all supervisors’ belief-estimation errors under DTOA. The
proof is provided in Appendix [A]

Theorem 1. For a ZSPTG with a supervisor network
G=(Z,T,8 ST, {SNi}rz0, {A }iez, {u' }iez),

under Assumptions [I| and [2] the supervisors’ belief-estimation
errors in DTOA converge to zero; specifically, Vs € S,Ym € T,

I = oo < O(plE]) + O(ags)), ©)

ST < 1. If Assumption

also holds, @) simplifies to ||m;"*

Theorem [I] shows that the convergence rate of the supervisors’
beliefs depends on the supervisor network {SNj}i>o, the
number of supervisors |S|, and the step-size sequence {a }r>o.
Here, B characterizes the length of the communication window
over which information is propagated among supervisors. The
first term in (6) indicates that, for fixed B and {ay}r>0, @
larger number of supervisors |S| leads to slower convergence.
We next fix |S| and {aj}r>0 and examine how B affects the
convergence rate. Since the logarithm is strictly increasing,
the monotonicity of p with respect to B is equivalent to the
monotonicity of log p with respect to B. For all |S| > 1 and
all B > 0, we have

L\ (SI+1)BY TsTE0E
where p = (1 — ( )

— ' loo < Oloyg))-

log |S
d(logp) (|S|—|—1)B-‘S|(‘S§+)|,q =0

0B (IS] +1)2B2
This implies that p increases with B; hence, a larger B leads
to a slower convergence rate. The second term in (6) further
shows that the step-size sequence {ay}r>o also affects the
convergence rate of the supervisors’ beliefs.




C. TNG Analysis

Having established the convergence of supervisors’ belief
estimates, we next analyze TNG convergence under DTOA.
The main challenge in proving TNG convergence for DTOA is
that supervisors’ belief-estimation errors affect agents’ actions
at each round, thereby influencing subsequent belief updates
and action decisions. Although supervisors’ belief-estimation
errors converge to zero as k — oo, it remains nontrivial to show
that their cumulative influence on agents’ long-term behavior
also vanishes asymptotically.

To address this difficulty, we introduce an ideal scenario for
the analysis of DTOA and refer to the original setting with
belief-estimation errors as the actual scenario. The repeated
play is divided into epochs, each consisting of 7" rounds. In the
ideal scenario, at the beginning of each epoch, all supervisors
are initialized with the history of all agents’ actions from the
actual scenario and supervise all teams throughout the epoch.
Consequently, they share common beliefs at each round, which
are referred to as ideal beliefs. Since the actual and ideal
scenarios use different supervision structures during epoch
n, they generally induce different distributions over the joint
actions of all teams at round k of epoch n.

Remark 2. The ideal beliefs generally differ from the true
beliefs. Specifically, the true beliefs are determined by the
weighted empirical average of the action history generated in
the actual scenario, whereas the ideal beliefs depend on both
the actions generated during the current epoch in the ideal
scenario and the action history generated before epoch n in
the actual scenario. Nevertheless, at the beginning of each
epoch, the ideal beliefs coincide with the true beliefs because
both are constructed from the action history generated before
epoch n in the actual scenario.

The key idea is to use an epoch-wise comparison between the
ideal and actual scenarios to quantify how supervisors’ belief-
estimation errors propagate to the induced action distributions.
Let V]Z?(n) and a-z/;’f(n) denote the joint-action distributions
of team m at round k£ of epoch n in the ideal and actual
scenarios, respectively. The following lemma quantifies how
the difference between 1/;’}(”) and a-yl’f’?(n) is bounded in terms
of supervisors’ belief-estimation errors.

Lemma 1. For a ZSPTG with a supervisor network
g - (Za T7 87 ST7 {SNk}kEOa {Ai}iEI7 {ui}iEZ)a

under Assumptions[I|and 2] the difference between the induced
action distributions for DTOA in the actual and ideal scenarios
can be bounded as

Vi) — avi iyl < Cénys

6 _ m,s
where () = MaXpe[nT—1,(n+1)T—1] Qomer MaXses ||, 7" —
7|1 denotes the maximum aggregate supervisor belief-
estimation error in epoch n. Since Theorem implies §(,y — 0
as n — oo, it follows that ||, — a-13", |1 also converges
to zero.

Lemma [1] establishes that the difference between the action
distributions induced by the actual and ideal beliefs is bounded

by a term proportional to the maximum aggregate supervisor
belief-estimation error in epoch n. This bound is crucial for
analyzing agents’ long-term behavior in the actual scenario.
The proof is provided in Appendix

Remark 3. At round k=nT, Remark 2| and the properties of

the smoothed best response imply that ||v,7y . —a-vyy (11

can be controlled by |77’ —7||1. However, this argument
does not directly extend to nT <k<(n+1)T—1, because the
action distributions in an epoch are affected by the accumulated

discrepancy between the actual and ideal scenarios.

We now present the TNG convergence result. Building on
Theorem [T] and Lemma [T} the following theorem establishes
an almost-sure upper bound on the TNG under DTOA.

Theorem 2. For a ZSPTG with a supervisor network
G=(I,T,8,ST,{SN}r>0, {A }iez, {u'}icx),
under Assumptions and B] DTOA satisfies, for any s € S,

1 DTOA
limsup TNG(r}}) < Tlog 4], o for . o4,
k—oco Tlog | A|+|T|?¢A(S,e4), for iDTOA,

where azmax(m,m) lp™(a)], mi={m"" }meT, and A(6,e4)
is a function decaying to zero as 6 — 0% for any 0 < g4 <
minge 4 br (a7 a_l).

To proceed with the TNG convergence analysis, we introduce
a reference scenario following [6]. In this reference scenario,
at any round k in epoch n, agents update their actions using
the true beliefs at the beginning of epoch n. Specifically,
for nT < k < (n+ 1)T — 1, the selected agent ¢ follows
the reference update rule aj, ~ br, (u’(-,a;,",,m,7")). The
comparison between the actual and reference scenarios can
then be decomposed into two parts: the comparison between
the actual and ideal scenarios and the comparison between the
ideal and reference scenarios. The proof is in Appendix [B]

Theorem [2| shows that the long-term behavior of all agents
induces a near TNE. This implies that agents in the same team
learn to cooperate with one another while competing against
other teams, even though each agent only knows its own utility.
The resulting TNG bound matches that in Theorem 4.2 of [6].
In contrast, our analysis explicitly accounts for belief-estimation
errors induced by supervisor-network learning. Accordingly,
DTOA replaces the common-belief requirement in team-FP
with supervisor-based distributed belief learning. DTOA enables
agents to optimize their strategies for team orchestration
while ensuring the convergence of belief-estimation errors and
providing a small-TNG guarantee. These results provide an
affirmative answer to Problem [I]

V. BYZANTINE RESILIENCE

This section addresses Problem [2] by developing a supervisor-
based Byzantine-identification mechanism and adapting DTOA
to the Byzantine attack setting.

We consider a Byzantine attack setting for ZSPTGs with
a supervisor network, adapted from Byzantine-resilient multi-
agent learning [38] and imperfect verification [39]. In this
setting, each team is either honest or Byzantine; that is, HNB =



() and HUB = T. Agents in honest teams update their actions
according to (@) and report their joint actions truthfully to
their supervisors, whereas agents in Byzantine teams update
their actions arbitrarily and can misreport their joint actions.
Supervisors aim to identify Byzantine teams and mitigate their
influence on honest teams. The supervisors’ checking policy
and the Byzantine teams’ attack policy are specified below.

Supervisors’ checking policy. For a supervisor s € S
and a team m € 7%, supervisor s checks, with a prescribed
probability, whether the joint action reported by team m is
consistent with the joint action actually taken by team m.
We use a binary variable v;"® € {0,1} to indicate this
decision, where v,zn’s = 1 means that supervisor s checks
team m at round k. After checking team m at round k,
supervisor s receives a verification signal z;"* € {fail, pass}.
The verification signals z;"® are not necessarily accurate.
Specifically, we assume that there exist constants npp € (0, 1]
and npy € [0,1) such that, for any s € S, m € T*, and
k>0,

m,s . m,s
P (z,C =fail | v, =1, ay', = Qi”) < nrp,

P (2" = pass | vp"" =1, af, # a) < nFN.

Here, nrp and nrpn denote upper bounds on the false-positive
and false-negative probabilities, respectively. Smaller values of
nrp and npy correspond to more accurate verification.

Byzantine attack policy. A Byzantine team can be identified
more readily if it misreports its joint action at every round. We
therefore assume that there exists py;e € [0, 1] such that each
Byzantine team misreports its joint action to its supervisors
with probability pj;e at each round. If a Byzantine team does not
misreport at a given round, then it reports its true joint action at
that round. In this case, the Byzantine team is indistinguishable
from an honest team from the supervisors’ perspective, because
the verification signal depends only on whether the reported
joint action is consistent with the joint action actually taken.
Moreover, supervisors have no access to any agent’s utility
function or any team’s potential function.

In practice, a verification signal is meaningful only if it is
informative about whether a team has misreported its joint
action. We impose the following consistency condition on the
verification signals. Specifically, npp, npn, and pye satisfy

)

Condition (7) means that a checked Byzantine team has a higher
probability of generating a fail signal than a checked honest
team. Equivalently, supervisors are more likely to receive a
pass signal after checking an honest team than after checking
a Byzantine team.

The Byzantine attack setting described above is referred
to as a Byzantine ZSPTG with a supervisor network and is
defined by the tuple

Gp = (T,H,B,S,ST,{SNi} k>0, {A Viez, {u'}icz. D),

where H and B denote the sets of honest and Byzantine teams,
respectively, and p = (nrp,NFN, Pie) denotes the vector of
verification parameters satisfying (7). This formulation serves
as the basis for the subsequent analysis of Problem [2]

nrp < (1= pie)nrp + pie(1 — nrN).

Algorithm 2 Byzantine-resilient DTOA (BR-DTOA)

1: Initialise: {77 },nc7 and {a’ }icz arbitrarily, F"* = 0
2: while round £ =0,1,... do
32 formeT do

4: select agent ¢ € Z™ in team m randomly

5: if m is an honest team then

6: select s € {s: 4 € T™} randomly to provide belief
estimates about other teams

7: agent i updates its action based on a;*, and 7, "":
ay ~bre (u'(-,a;’ %))

else
: agent ¢ updates its action randomly

10: end if

11 for j € 7™\{i} do ‘ .

12: repeat the last action: aj, = aj,_,

13: end for

14: report the joint action a;’, to supervisors T

15:  end for
16: forscSand mec T do

17: if m € T then
18: check whether team m lies with probability ¢ and
. . . m,s :
get a verification signal z,"* € {pass, fail}

19: update F;""* = F}™7 +1(2,"° = fail)
20: update f,"" = F;"° [k
21: if K < K or f;"° < f then
22: belief update: 7,5 = m,"° +ay (QZ?T - 7T',T’S>
23: end if
24: else
25: belief update:

1 iy f

g WZS’EN,;?WIZLS’ for ‘ng|>0
. m,°, for INF| =0

26: end if

27:  end for
28: end while

A. Algorithm Design

To address the Byzantine attack setting described above,
we extend DTOA with a Byzantine-resilient mechanism that
operates at the supervisor-team level. The resulting algorithm,
referred to as BR-DTOA, is summarized in Algorithm [2}

Byzantine-resilient mechanism. Since each checking out-
come can be inaccurate, supervisors do not rely on a single
fail verification signal to identify Byzantine teams. Instead,
they accumulate checking evidence over time. For a supervisor
s € S and ateam m € 7%, let F;'* denote the number of
times that supervisor s has received a fail signal from team m
up to round k. Supervisor s checks team m at round k with
probability ¢ and updates F}"* as follows:

F™ = B 4 1o =1, 2 = fail}.

The empirical frequency of receiving a fail signal from team
m is then defined as f,"° = F;"""/k. To reduce the effect
of early-stage fluctuations, supervisors start labeling teams

only after a burn-in period of K rounds. Given a threshold



[ satisfying gnrp < f < q[(1 — piie)nrp + prie(1 — nFN)]s
if k> K and f"* > f, then supervisor s labels team m as
Byzantine. Such an f exists by Condition (7).

Once a team m is labeled as Byzantine by a supervisor s,
supervisor s keeps this label in all subsequent rounds and stops
providing belief estimates to team m. This label is also used
to prevent identified Byzantine teams from further affecting
supervisors’ belief estimates. At round k, supervisor s updates
its belief regarding team m according to

w;n’s—i—w,’f’sak(g};fr—w?’s), for meT?,
for m¢ T*and |N;|>0,
for m¢ T*and |N;|=0,

mys__ ) 4 m,s
TR T\ even; T
m,s
T
where w,"® =1 if team m has not been labeled as Byzantine
by supervisor s, and w;"* = 0 otherwise.

B. Resilience Analysis

We analyze BR-DTOA in two steps. We first examine the
Byzantine-resilient mechanism and then study the convergence
of BR-DTOA and the associated honest TNG. The follow-
ing lemma provides exponential bounds on Byzantine-team
identification errors.

Lemma 2. Given a Byzantine ZSPTG with a supervisor net-
work QB = (I, /H7 87 S, ST, {SNk}kzo, {Ai}iez, {ui}iez,p),
for any supervisor s and any team m € T?*, the following
statements hold under BR-DTOA:

e if m € H, then

]P( ]zn,s > f) < exp (—kD(f”anP))v
o if m € B, then

P(f,"" < f)
<exp ( —kD(fllq[(1 — piie)nrp + pie(1 — npn)] ))7

where D(z|y) £ zlog (i) + (1 —x)log (%) denotes the
binary relative entropy.

Lemma [2] shows that the probabilities of falsely labeling an
honest team as Byzantine and failing to identify a Byzantine
team by round k decay exponentially as & — oo. A larger
checking probability ¢ and smaller error rates npp and ngy
can improve the identification performance by reducing the
misidentification probabilities. The threshold f controls the
trade-off between missed identifications of Byzantine teams
and false alarms for honest teams. Increasing f reduces the
probability of falsely labeling an honest team as Byzantine but
increases the probability of failing to identify a Byzantine
team. Conversely, decreasing f facilitates Byzantine-team
identification but raises the risk of misclassifying honest teams.

We now derive convergence guarantees for BR-DTOA from
the identification result in Lemma [2| and the convergence
analysis of DTOA in the previous section. The first result
concerns supervisors’ belief-estimation errors for honest teams.

Theorem 3. For a Byzantine ZSPTG with a supervisor network
gB = (I7 Hv Bv 87 ST7 {SNk}kZOa {Ai}ier {ui}iel—ap)7

under the conditions of Theorem [I} for any supervisor s € S,
the following statement holds for BR-DTOA with probability
at least 1 — 6p:

I =7 lloe < O(p2)) + O(ags), YmeH, (8

. exp(—K-D
where g = 61 + 65 with 6% = |H|- l—pe()(p(—DE};HZZiigg

6% = |B|-exp (_K'D(fHQ[(l_plie)nFP+plie(1_77FN)]))y
and p is defined as in Theorem [I| If Assumption 3] also holds,
(E?]) simplifies to ||7;"" — 7} o0 < O(a[%]),

Lemma [Z] shows that, after the burn-in period, BR-DTOA
avoids falsely labeling honest teams and identifies Byzantine
teams with high probability. On this event, Theorem [I] can be
applied to bound the belief-estimation errors for honest teams,
yielding Theorem [3| Thus, the convergence rate remains the
same as in the non-Byzantine case, while the guarantee holds
with probability at least 1 —d g because of possible identification
errors. Moreover, g — 0 as K — oo, so a longer burn-in
period improves the reliability of Byzantine-team identification.

The next result establishes the corresponding honest-TNG
convergence guarantee under BR-DTOA.

and

Theorem 4. For a Byzantine ZSPTG with a supervisor network
gB = (Ia H7 87 87 ST7 {SN]C}]CZ(M {Ai}i€I7 {ui}i€I7p)7

under the conditions of Theorem [2} for any supervisor s € S,
the following inequality holds for BR-DTOA with probability
at least 1 — ép

lim supTNGy (7)<

k—o0 N

Tlog| Ay, for BR-DTOA,
log| Azl +|H|*¢A@G,6) for BR-iDTOA,

Am

where g is defined as in Theorem 3| and Ay = HmeH A

is the joint action set of honest teams.

Theorem [] extends the TNG convergence result in Theorem
[ to the Byzantine attack setting. Conditional on the high-
probability event characterized by Lemma [2] the honest-team
learning dynamics satisfy an honest-TNG bound of the same
form as in the non-Byzantine case, but with the gap evaluated
only over honest teams. This yields a sharper guarantee than
treating all teams uniformly.

Together, the above results show that BR-DTOA identi-
fies Byzantine teams with vanishing error probability. The
Byzantine resilience of BR-DTOA is further established by
showing that, in the presence of Byzantine teams, it preserves
the convergence of belief-estimation errors for honest teams
and provides a guarantee on the honest TNG. These results
provide an affirmative answer to Problem [2]

VI. EXPERIMENTAL VALIDATION

In this section, we present numerical experiments to illus-
trate the theoretical results in Sections [[V] and [V] including
the convergence, optimality, and Byzantine resilience of the
proposed team-orchestrating algorithms. We also examine the
scalability of DTOA. Furthermore, we compare DTOA with
two baseline methods and numerically extend DTOA to the
Markov decision process (MDP) setting.
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Unless otherwise specified, the experiments are conducted on
a repeated ZSPTG with a supervisor network consisting of five
teams, three supervisors, and two agents in each team. Each
agent has the binary action set {0, 1}. The utility and potential
functions are chosen separately for different experiments to
reflect the corresponding scenarios while preserving the ZSPTG
structure. The supervision relationship between teams and
supervisors is given by 71={1,2}, T2={3,4}, and T3={5}.
We set the step size to oy =1/(k+1) and the temperature
parameter to 7 = (0.1. The shaded regions in the figures
indicate the variability across ten independent runs. The code
is available at https://github.com/zjt-1229/team_game_with_
supervisor_network.

A. Numerical Results for DTOA

We first present numerical results for DTOA. These exper-
iments aim to illustrate the convergence behavior and TNG
performance characterized by the theoretical analysis and to
examine the scalability of DTOA.

Hypothesis I: convergence of belief-estimation errors.
Theorem [I] shows that supervisors’ belief-estimation errors
converge to zero, with slower convergence when the number
of supervisors |S| or the communication window length B
increases. We examine the convergence of supervisors’ belief-
estimation errors in two instances: one with three supervisors
and six teams, and the other with five supervisors and ten teams.
In both instances, each supervisor supervises two teams, each
team contains two agents, and each agent has the binary action
set {0,1}. Each agent randomly selects an action at every
round, so the experiment isolates supervisor-network belief
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Fig. 3: Scalability tests.

learning under random action sequences. Fig. (1| reports the
results. The errors in Fig. [Ib] converge more slowly than those
in Fig. [la] illustrating that increasing |S| slows the convergence
rate. Moreover, in both instances, a larger B leads to slower
convergence, as reflected in Fig. [Ic| by the increased number of
rounds required to reach a small error level. These observations
are consistent with Theorem

Hypothesis II: upper bound on TNG. Theorem [2] implies
that DTOA and independent DTOA converge to a near TNE in
terms of the TNG, with an asymptotic bound comparable to that
of team-FP [6], while sparser supervisor communication can
slow convergence. We examine TNG convergence under DTOA
and independent DTOA. The independent update probability
in independent DTOA is set to § = 0.5. Fig. [2] shows that
both DTOA and independent DTOA eventually attain TNGs
comparable to those of the corresponding team-FP benchmarks,
which is consistent with Theorem 2l The numerical results
also show that the TNG curves under DTOA and independent
DTOA converge more slowly than those under team-FP. The
slower convergence can be attributed to belief-estimation errors
induced by distributed belief learning over the supervisor
network. A larger communication window length B further
slows convergence in both instances, suggesting that sparser
supervisor communication delays the reduction of the TNG in
the considered setting.

Scalability tests. To examine the scalability, we consider
two larger instances: one with increased numbers of supervisors
and teams, and the other with an increased number of agents
per team. In the first instance, we consider eight supervisors
and fifteen teams with two agents per team; in the second
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instance, we consider three supervisors and five teams with
five agents per team. Fig. [3] shows that DTOA still ensures
a small TNG in both larger instances, consistent with the
small-scale experiments.

B. Numerical Results for BR-DTOA

We next present numerical results for BR-DTOA. These
experiments illustrate the implications of the theoretical analysis
for Byzantine-team identification and honest-TNG convergence.

Hypothesis III: convergence of honest TNG. The theoret-
ical results indicate that BR-DTOA identifies Byzantine teams
through accumulated fail-signal frequencies and provides an
honest-TNG guarantee under Byzantine attacks. We consider
an instance with two Byzantine teams. The parameters are
set as npp = npy = 0.05, K =50, f = 0.1, ¢ = 0.5, and
piie = 0.5. To examine parameter sensitivity, we also vary pjie
and ¢ separately while keeping all other parameters unchanged.
Fig. fia shows that the honest TNG decreases to a small value
under Byzantine attacks, which is consistent with Theorem []
By contrast, team-FP does not include a Byzantine-resilient
mechanism and cannot distinguish Byzantine teams from honest
teams. Consequently, the overall TNG under team-FP remains
high in the Byzantine attack setting, indicating that team-FP
fails to provide an effective performance guarantee for honest
teams. Fig. [4b] shows that the fail-signal frequencies of honest
and Byzantine teams become separated after the burn-in period
K = 50. Figs. [Ac| and [id| show that the fail-signal frequencies
of Byzantine teams increase as pj;. and g increase, respectively.
These observations are consistent with Lemma 2

C. Comparison With Baseline Methods

We compare DTOA with multiplicative weights update
(MWU) and smoothed fictitious play (SFP) on a two-team
ZSPTG instance with one supervisor assigned to each team.
For MWU and SFP, we relax the information constraint by
allowing access to full opponent information, whereas DTOA
relies on supervisor-based distributed belief learning. Fig. [3]
shows the TNG results. In this instance, DTOA attains a lower
TNG after sufficiently many rounds, while MWU exhibits
persistent oscillations and SFP stabilizes at a higher TNG level.
This comparison suggests that DTOA can maintain a smaller
TNG even under a more restrictive information structure.
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D. Extension to an MDP Setting

Although the theoretical analysis in this paper focuses on
repeatedly played ZSPTGs, we also examine the proposed
supervisor-network learning framework in an MDP setting.
The experiment considers three teams and three supervisors,
with each team supervised by one supervisor. Fig. [6] shows
the results. Both the model-based and model-free variants
reduce the TNG through learning, suggesting that the proposed
framework can be applied numerically in an MDP setting.
Compared with the corresponding results in [6], the reduction
in the TNG is slower, which may be attributed to the additional
belief-estimation errors induced by the supervisor network.

VII. CONCLUSIONS

In this paper, we studied team-orchestrating learning in
repeatedly played ZSPTGs with a supervisor network under
distributed belief information. We proposed the DTOA, which
combines team-FP with distributed belief learning over a
supervisor network, established the convergence of supervisors’
belief-estimation errors, and showed that the induced learning
dynamics converged to a near TNE with a small TNG. We
further considered a Byzantine attack setting, where Byzantine
teams could misreport their joint actions and developed the
BR-DTOA by integrating DTOA with a supervisor-based
identification mechanism. For BR-DTOA, we established the
convergence of supervisors’ belief-estimation errors for honest
teams and derived an honest TNG guarantee. Numerical simu-
lations illustrated the convergence of the proposed algorithms
and the effectiveness of the Byzantine-resilient mechanism.
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APPENDIX

A. Proof of Theorem |

We prove Theorem [I] by first establishing a technical result
on the supervisor networks { SNy }>¢ and then proving the
convergence of the belief-estimation errors.

Lemma 3. Let W), € RISIXIS| denote the gossip matrix
associated with the supervisor network at round k, where

S s,s’ .
M7 lfHSNk(sv)Hl >0,

Wils,s') = { 1, if 1SNu(s, )1 = 0 and s’ = s,
0, if |SNi(s,)||1 =0 and s" # s.

If Assumption [2| holds, there exists some L € N such that, for
any supervisors s, s' and any k > O,Lthe following statement

0= [

Proof. We consider a setting in which Wy (s, s’) represents
the probability of s reaching s’ at round k; therefore, W
is a transition matrix. A path on the dynamic supervisor
network {SNj}i>o is defined as P = (Xj € S)i>0 such
that Wy (Xg, Xgy1) > 0. Given k > 0 and s = Xy, there
exists n € N such that nB < k < (n+ 1)B, and from the

definition of W}, we have
1 :|(n+1)B—k { 1 :|B
i > = .
S| S|

Let N'5(1) denote the set of supervisors that can be reached
with positive probability at time step (n+1)B+1. It follows that
NE(l) € N3(1L+ 1) since Wi(s',s") > 0 for all s € N*(]).
If N5(n'B) # S, there must exist n’B < I’ < (n’ +1)B,
s € N*(n'B) and s’ ¢ N*(n’B) such that {s,s'} € E
because the graph G, is connected (Assumption [2)). Hence,
we obtain N*(n'B) C N*(I') C N*((n' 4+ 1)B). Then we
can conclude that N*5(|S|B) = S. Let L = (|S| + 1) B. Then
we have P(X,yp = s'|X; = s) > 0. By the definition of
Wy, Wi(s,s') > 0 implies Wy (s,s’) > ST

(Winsnyp - Wi (s,8) > [

. It follows that
that there exists at least one path satisfying

P(Xk+L:S/’Xk:S) >0,
namely, Ps,s’,L:(Xk =S8,... ,Xl/:S, Xl/_HZS/, ce anH—L:S/)~

Thus, we have

L
1
P(Xir = o[ Xk = 5) 2P (Poy,r) 2 [m} |
This completes the proof. [

Now we can prove Theorem [T} We first define the error of
m,s

m,"" as the difference between 7, " and 7}

e =" =, VmeT, VseS, )
and then we analyze the decay rate of e;"®. Given a
team m, we introduce the following notation: D™ =
diag(ST(m,1),...,5T(m,|S])). Then we obtain
m,1 m,1
Te+1 Tt T,
. |=Dm +(I-pmwi|  |. o
m, || o m.|S|
Tht1 k+1 T,
Since ||Wp(s,)|l1 > 0, combining (9) and (10), we obtain
m,1 m,1 m
Cr+1 Thk+1 Thi1
m|s| m|S| o
€rt1 Tht1 k+1
e L T
=I-D™)W; + +(D™-1) :
e?"sl s T
et T =T
=(I—-D™)Wy : +({I-D™) (11)
6;:7'5' T = T



€k
m A . m A
Let e} = : , and b, (I
m,|S]
€k
m
e~ et
D™) : and B* £ (I — D™)W,. Then
m m
we rewrite as e;'y; = Bp'e + b ;. Using the above

recursion, we obtain the expression for e

k—1
e = B™(k,0)eg’ + > B™ (k, 1+ 1)b}",
=0

where B™(k,l) = B} ,---Bj". By reordering the indices,

Wi and D™ can be written as
~m (0 0
) o =(0 1)

]zn <
m [/[/ umym [/[/ ’[Tm()m

Then we have
BlrfnU(kv l) B?O(kv Z)

)< ( PO Bk )

where we denote B}y, (k,1) = Wy_1 ymym - - W) ymym and
Biio(k,l) = Wi_1,uymom - Wiymom. Let W™(k,l) =
Wk‘fl,UmUm .. 'Wl’UmUm and HWm(k7Z)HOO = Rm(k,l) =
maxgeum > gepym W™ (k,1)](s,s"). By Lemma 3] we have
L
R+ L) < 1—a with a = [ﬁ] . Therefore,
we can conclude R™(k,l) < ol 7] < C'pF~l, where
¢ =(@1-a)' >1and p = (1 —a)f < 1. For any
z = (zym,zom)T € R™, we get Bz = (yym,0)T. Then
we obtain B (k, 1)z = (W™ (k,l+1)yym,0)T. Thus, we have

Wk‘,U"L U7n Wk‘,U"L Om

Wk,OmUW Wk’OmOm

1B™ (k, D)|[oe < [[W™ (K, 14 1) [|oo|[yom [
< " lyum oo (12)

From yym = Wy ymymaym + Wi ymomzom £ M(l)xz and
|M(1)]|co <1, we can say that

lyomlloo < ll2lloo (13)

Combine and we can conclude that ||B™ (k)]s <
C" pF—t. Hence, we obtain

k—1

e lloo = 1B™(k,0)eg + > B™ (k1 + 1)b" ||
=0

k—1
<C"pMleg oo + Y C"pF 1B |
=1
[5]-1 k-1
=C"p"[leglloct Y Cp T B ot Y T B} o
=1 I=T4]

o0 oo
<C"Mleglloct C" D plsuplb]lloct-C"Y o' sup [1b]|oc-
I=k—[%] z =0 [2[5]

Then, we get

e oo

k—[%] 1
O sup b s ——
L=p iz 1—p

SC"p’“Heé”lloo+0"f’t>tgllb?’lloo

k

2 1
<C"pH| e oot C" sup| b} a0 =L+ C" stup [[B]7]] o0 ——
1>0 L=p >k L—p

[NIE

m m m m p
=C"p"|ef ||oo+C”fg§ Al (=D (@ \=m" oo 7 —

—p

1

+1 sup cy—1|/(I = D™)(a;" 1 — ™2 1)loo
~ Pk
k
1 ki m] 11 /0E 20"
<Cpeg'lloot2C a0 - 17— PR TR O

=0(pl¥)) + O(ags)).

Finally, we can conclude |7, — 77|l < O(plz)) +0(apsy)
and complete the proof of Theorem [T}

B. Proof of Theorem 2]

The TNG of Algorithm [I] is closely related to the true
belief 7;". The proof of Theorem |z| proceeds in two steps: 1)
constructing a reference scenario where true beliefs are frozen
and showing that members within a team can learn to team
up in spite of the errors caused by the supervisor networks;
2) bounding the TNG by leveraging stochastic differential
inclusion approximations.

Note that, given a team strategy profile 7 = {7™ €
A(A™)}meT, an agent i € Z™ and any a ! € [Lezm jzi A
the ZSPTG property in (T) implies

br, (ui(~,a*i,7r*m)) =br, (¢m(~,a*i,7r*m)) ,

where 7= £ {n'},,,. We divide the learning process into

epochs of length 7. Then, by accumulating the true belief
update (5) from nT to (n+ 1)T — 1, we obtain

”EZH)T
(nH1)T—1 ()T [(nh1)T1
=l J] Q=an)|miet+ > | ] Q—a)|a, 14
k=nT k=nT I=k+1

m A

where n = 0,1, ... denotes the epoch index. Let Ty = T

m,s

and m ) £ 7% denote the true belief and the actual belief
about team m after learning n epochs. Furthermore, we define

(n+1)T—-1 (n+1)T-1
Brftar J[ (—a) and Buy2 D B (15
I=k+1 k=nT
Then, we rewrite (T4) as
(n+1)T—-1 ﬁ
N k
W(TLLH)T: (1_5(n))'”m)+ﬁ(n) Z 57 ~ai’| . (16)
k=nT ()
By Assumption 3 and Lemma 5.4 of [6]], we obtain
oo [ee]
ﬁ(n)—>0 as n— 00, Zﬂ(n)zoo and 26(2”)<OO. a7

n=0 n=0



Let F(,) denote the filtration generated by the o-algebra
o(S,S8T,{SNk}k>0, Ao, - .., Anr—1), where A; denotes the
joint action profile of all teams at time step ¢, i.e., A; =
(ai,...,a | ‘) Note that 7(7:) and WZ'T’L’)S are J(,)-measurable.
The jomt action distributions of team m based on the true
beliefs, i.e., in the ideal scenario, are defined for DTOA and
independent DTOA at time £ in epoch n as

team-v/() £E [Q}le:(n)] , indp-v(7) 2E [@?Vmﬂ

for k =nT,...,(n+1)T — 1. We also define the distributions
of the joint action of team m based on the actual beliefs at
time step k in epoch n for DTOA and independent DTOA as

a-team-v/(;,) 2E [Q’,ﬂ}'(n)} ; a-indp-v/(y) = [g’,ﬂ}'(n)]
for k =nT,...,(n+1)T —1. For notational simplicity, we use
(n) i O represent team-v, , for DTOA and indp- V(n) . for
independent DTOA, and use a- VZ”) to represent a-team-v/(, .

for DTOA and a-indp- V( )k for independent DTOA. Then we
rewrite ( in the form of stochastic approximation:

7T(n-‘,—l)
(n+1)T— 1
k=nT ﬂ("
where a-w( 1) is defined as
(n+1)T—-1
Ny 6k
AW(nt1) = Z By B T Ve
k=nT M)
()71 (n+H1T—1
=y a?—a-v%,k}{ : [a V(n).k V(n»k}
k:nTB(n) k:,LTﬁ( )
:WEZ+1) + a-e(, 41, (19)
where w( ) = (n+1)T-1 ﬂi’j) al — a—u(’z),k} is a mar-

tingale dlfference sequence and we define the actual error

(n+1)T-1 m m
as a- 6(n+1) b T ﬁﬁ(’z) {a—y(n)’,f - l/(n),k:|. It follows
that £ Lw(n +1) |]—'(n)} = (. Then we are ready to prove Lemma
Recall the result in Lemma

the difference between a-l/(m"L &
and vy, , can be bounded as [Ja-v) = v i llt < COnys

where §(,,) — 0 as n — oo.

Proof. We first define the joint-action process from the start
of epoch n. We denote the joint-action profiles of all teams by
{wi }esnT e {(g};’)meT |.7-"(n)}, and view each joint-action
profile wy, as a state. The transitions between states depend
only on the beliefs about all teams, ST, and {SNy },>0. Let
Py, denote the transition probabilities between states and let
a-V(n),r denote the state distribution at time step k in the actual
scenario. Let P, denote the transition probabilities between
states and let v(,,) ;, denote the state distribution at time step
k in the ideal scenario. Then, the joint-action distributions of
team m at time step k within epoch n in the actual and ideal
scenarios are defined as

a-vipy (@) = Y av W), (20)
vim k(@)= D v rlw). 1)

Since ¢™ is linear in 7, the smoothed best response is
Lipschitz in 7. Thus, there exists L, > 0 such that

Hp(n),k("“}ka' <o WnTy 7T£>7P(*n)7k ('|wka' oy WnT ’/Tk)H

<Lp Y max|m — i,
meT

where wf denotes the belief estimates provided by the

supervisor network, based on which agents choose their
actions. Consider the error Dy, £ ||a-v/(,,) ; — V(s x||1. Since
V() k41 = V() k Py e A0 Vin) k1 = Vi) o Py o W
have the decomposition

TV

Dys1 =lla-v(n) xPin) b — Vin) kP k11

= (a-wn),k—wn),k)P<2>,k+a-V<n>,k(P(n),k—P&),k) 1

Using the above decomposition and the fact that ||xP]|; <
|lz|l1, we obtain

Dpt1 < H(a-%),k*V(n),k)P(Z),kH1+"a-V(n),k(f%»,k*P({i),k)H1

<Dk + |[a-V(n) k (P(n)Jc - P{:L),k-> H1
<Dy + QSUP [Py i (ws ) — Pl (@, )l v
<Dy + 2L, Z mawak — 7|1

meT

By the definition of the maximum belief-estimation error in
epoch n,
O(n) =

ma: Z max 7™ —
kE[TLT—L(n}il)T_l] = Seg ||7Tk Tk ||17

we have Dy < Dpr + 2TL;6(,). Moreover, D,r <
Yomer C'llmn’ s — 7y ||l Thus we have Dy < Cd(y,,

where C' = C" + 2T L. From and (21)), we have

||a—uzz)’k—y(’;i)}k||1 S ||a—y(n)7k—1/(n)7k Hl :Dk S C(S(n) (22)

This completes the proof of Lemma O

Finally, we can get

(n+1)T-1

2.

k=nT

B
B

Furthermore, 5(n) — 0 as n — oo by Theorem

Now we introduce a reference scenario to facilitate the
analysis. Let 7;" denote the belief for team m at time step
t in the reference scenario. In the reference scenario, 7j" is
only updated at the end of each epoch. In other words, for all
nT <t < (n+1)T—1and m € T, we have #}" = T (- Since
the beliefs are fixed, team-FP dynamics reduce to log-linear
learning in the reference scenario. Let af;, , denote the joint
action of team m at time step k under the ﬁxed beliefs in the
reference scenario.

Due to the nature of log-linear learning, {a{}, , }7Z,, forms
a homogeneous Markov chain (MC). In contrast, the actual
action profiles {a}'}?°,., do not. We define the stationary
d15tr1but10ns of the MC in the reference scenario as 1/( )k and

) for team-FP and independent team-FP, respectively. By

la-e(ri1yll < —— 00y = Cd(ry.



[A0L 411, it follows that 77, , = br (¢m(-, W(:ST)). Therefore,
we write the true belief update (I8) as

Tlnt1) = (1= Bw) ()
B o (67" )i el aneli - (23)

The error for Team-FP is

(n+1)T-1 ﬁ
team-e(,) = Z 3 b team-v/(y) 1 — Uiy .
k=nT (n)
(n+1)T-1 ﬁ
k m ~m
= Z 3 (team-l/(nwC — V(n)7*> .24
k=nT (n)

The error for independent team-FP can be decomposed as
indp—ez’jl )= ézn) + éz’é), where

(n+1)T—1 3

= D 5(:) indp-v(n) & = Yy
(nljr;)lTT 1

€ty = Ve = Py

Lemma 4. There exist constants c,d, p > 0 such that, for all
meT,

[team-viyy . — Diny It < cp" T 4 dT o,
L < cpk T 4 AT .

lindp-viny x — V(ny,

The detailed proof of Lemmald]can be found in Appendix B.1
of [[6]. Let team-em) and indp-e’(qfl) denote the errors for team-
FP and independent team-FP, respectively. Lemma [] yields

that team-ez’;) and é?;) can be bounded by

(n+1)T—1
lteam-epy s < e Y Bon k=T 4 dRayr,  (25)
k=nT
(n+1)T—1 3
lepllh < Y0 2T+ dRag. (26)

ﬁ(n

k=nT

From Assumption (3| and l| we have % < 1. Thus, we
can bound ﬁ k- by

B(n)

51@ < ﬁnT

anT

< < . Q27
By ~ TBansnyr-1 ~ Tmy)T
By Assumption [3] we obtain
o 1 (n+1)T-1 o 1
lim ——— = — lim )
n—oo Taminyr T n—eo kL[T a1 T

Using 23), 26), 7), (28), and the decay property of ay, we
obtain, for all m € T,

1
g%rp and limsup||é

lim sup ‘ ‘ team-e(y,,
n— oo

n— oo

el <71

Let © and 7 denote the unique stationary distributions
induced by the classical and independent log-linear learning, re-
spectively. A small § > 0 implies close stationary distributions
in the classical and independent settings. That is,

”ﬁ - D”l < A((sv 5¢)v (29)

for some function A, and the difference || — o||; decays to
zero as 6 — 071 for any £4 > 0. Based on , we can bound
é?f;) as éf’jl) < A(6,¢) for some € > 0. Hence, given € > 0,
there exists N. € N such that for any n > N,

||team—e7(7fl)||1 < Cteam(e,T), (30)
||indp-eZ’:l)||1 < Cindp(e,T), GD
la-efiinlh < .

where Cieam (¢,T) = e+ % and Cipngp(e, T) = 5+%Tlp+
A(d,€). Note that Cieqm(e,T) — 0 as e = 0, T — oo, and
Cindp(e,T) = A(d,¢) as e - 0, T — oo.

We analyze the convergence of the TNG based on the above
results. To this end, we define the set-valued mapping

F(r) & {(brT (p™ (-, 7 ™)) — 7™ + em>

le™ 1 < C(e, T), br, ((bm(-,ﬁ_m)) +e™

YmeT:

meT

e A

for all m € [] A(A™) £

meT
C(E T) _ Cream (5, T) + ¢ for DTOA,
" | Cingp(e, T) + ¢ for iDTOA.

Then, 23), (30), (31)), and (32) imply that, for sufficiently large
n, we obtain
F(mm) -

The following argument is similar to the proof in Appendix
A.2 of [6]. Finally, we get

5 < 7log | Al,
71og |A[+|T?¢A(d,24),

This completes the proof of Theorem [2]

11, where

T(n+1) = T(n) = Bn) - Win+1) € Bn) -

for DTOA,

limsup TNG(7w for iDTOA

k—o0

C. Proof of Lemma [2] and Theorem

Proof of Lemma 2} Given a team m € 7 and its supervisor
s, define X;"* = 1{v;"® =1, z."° = fail}. Then we have

m,s q-nMrp, MmE H

E (X)) =
q-[(1 = pre)nrp + prie(L —nrn)], me B
=P(X;""=1).

For any t > 0, F;™® = Y} | X" is the number of fail

signals up to time step ¢. Using the KL-form Chernoff bound
(see, e.g., [42], Chapter 2) and (]Z]), we obtain

p(
;

m,s

P(Ft

> f> <exp (—tD(fllqnre)) m € A,

( —tD(fllq[(1 — prie)nrp

+prie(1 = new)]) ), m € B,



l1—z

where D(z|y) = xlog & + (1 —2)log 1=, - This completes
the proof of Lemma
Proof of Theorem @ For m € H,

P32t 5 > 1) < Y e (D laner)

t=to
_exp (=toD(fllgnrr))
1 —exp (—=D(fllgnrp))

We define the following events:

Eo(to) = ﬂ {Vt>t0¢Ftt<f},

meH
Fm,s
{Elt<t1: tt >f}.

&) =)
meB
exp (—toD(fllqnrp))
—exp (=D (fllgnrr))
P (&1(t1)) > 1 —|B| - exp ( —t1D(fllq[(1 — pe)nrp

+ prie(1 — 77FN)])) =1—10¢,.

Define the good event as E(tg,t1) = Eo(to) N E1(t1). Then
P(E(to,t1)) > 1 — 0, — 0, =1 — dp. On the good event &,
for k > t1, the beliefs of Byzantine teams are frozen, while
those of honest teams are not. Following the proof of Theorem
we can conclude

We have

P(€o(to) = 1—[H] 1 =1 b,

1 for BR-DTOA
lim supTNG (7)< logl Az, - of . ’
k—s 00 Tlog| Azl +|H|"¢A@,¢), for BR-IDTOA.

This completes the proof of Theorem []
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